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E26

E26
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Cyber resilience of ships
1. Introduction

Interconnection of computer systems on ships, together with the widespread use onboard of
commercial-off-the-shelf (COTS) products, open the possibility for attacks to affect personnel
data, human safety, the safety of the ship, and threaten the marine envirenment.

Attackers may target any combination of people and technology to achieve their aim,
wherever there is a network connection or any other interface between onboard systems and
the external world. Safeguarding ships, and shipping in general, from current and emerging
threats involves a range of measures that are continually evolving.

It is then necessary to establish a common set of minimum funcional and performance
criteria to deliver a ship that can indeed be described as cyber resilient.

IACS considers that minimum requirements applied consistently to the full threat surface
using a goal-based approach is necessary fo make cyber resilient ships.

1.4 Structure of this UR
Table 1: Structure of this UR

Note:

O] UR2 2024'F 1& 1 o] 0ff X A oFF
Aukof Chsl 1ACS M2d 3o o8l Yty
A HEx[00F St 1 2 MEFSOf CHSHA

= HZH XEH2E ALEE

rl

o| HIZH MH HES
ol
=

5| 8517] 25l N

Tcoacaon

Intreductory

Part Definitions

Goals and Organization of Requirements

b | e | Pt | =3

Regquirements
4.1 Identify
42 Protect
4.3 Detect
4.4 Respond

Main Part 4.5 Recover

5 Test plan for performance evaluation and testing
5.1 During design and construction phases
9.2 Upon ship commissioning
5.3 During the operational life of the ship

6. Risk assessment for exclusion of CBS from the application of
Supplementary reguirements (required only when systems are excluded from
Part application of this UR)
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IEC 61162-1(NMEA 0183 Part 1. Single talker and multiple listener

Part 2: Single talker and multiple listener,
IEC BIe2 NI = L) high speed transmission
IEC 61162-3(NMEA 2000 Part 3: Serial data instrument Network

IEC 61162-450 Part 450: Ethernet interconnection

IEC 61162-460 Part 460:_ Ethernet interconnection - safety a
nd security

Cybersecurity — General Requirements,

methods of testing and required test results

IEC 63154
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D) 1.3 M2H2Q|(Scope of applicability)
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1) 1ACS UR E22 On Board Use and Application of Computer based systems

2) IACS UR E27 Cyber resilience of on-board systems and equipment includes
requirements for cyber resilience for on-board systems and equipment.

3) IACS Recommendation 166 Recommendation on Cyber Resilience
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D) 22 . Summary of actions and documentation

Shipyard

Document Rsziﬁ::rr"nc:nt Phase Supplier System "r;:h; rpnn':::r Class
Integrator
Protect
Documentation of the product, equipment or Network Design Provide Approve
component supplied to construct network segmentation / Construction Maintain Info
segregation, including a diagram of zones and segregation PP :
conduits and the configuration of traffic IR = [N Provide — Info
filtering/shaping rules Operation Maintain
Survey Make avail. | Check
Documentation on network protection measures | Network Design Provide Info
including a test plan to venfy the implemented protection R Maintain Info
control sefaguards PP :
Commissioning Provide Approve
Operation Maintain
Survey Make avail. | Check
Antivirus, antimalware and antispam software Antivirus, Design Provide Approve
installed or other security measures applied antimalware, e Maintain Info
antispam and . ;
other protections Commissioning Frovide _ Info
from malicious Operation Maintain
code Survey Make avail. | Check
Installation locations, physical access Physical and Design Provide Info
restrictions, credential management policy, logical access Construction Maintain Approve
removable media access points control T :
Commissioning Frovide Info
Operation Maintain
Survey Make avail. | Check
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