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Analysis of International Cyber Security Guideline : DCSA

DCSA published implementation guide for cyber security on vessels in 2020. This guideline

maps the cyber considerations specified in the BIMCO Ship Cyber security Guidelines for

response to IMO MSC.428(98) Resolution with the NIST Cybersecurity Framework (IDENTIFY-

PROTECT-DETECT-RESPOND-RECOVER). It also provides guidelines on how to implement

each requirement by providing explanations and examples.



1. IDENTIFY – Develop an organizational understanding for managing cyber security risks to systems,

assets, data and functions. Understanding the business context, the resources supporting its core

functions, and the associated cyber security risks can help organizations focus and prioritize their

efforts to align risk management strategies and business requirements.
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2. PROTECT - Develop and implement appropriate safeguards to ensure delivery of critical

infrastructure services. Protection functions support the ability to limit or contain the impact of

potential cyber security incidents.

3.DETECT - Develop and implement appropriate activities to detect the occurrence of cyber security

incidents. Detection capabilities enable timely discovery of cyber security incidents.

4.RESPOND - Develop and implement appropriate activities to take action on detected cyber security

incidents. Response capabilities support the ability to contain the impact of potential cyber security

incidents.

5.RECOVER - Maintain a resilient plan and develop and implement appropriate activities to recover a

function or service that has failed due to a cybersecurity issue. The recovery function supports timely

recovery to work normally to reduce the impact of a cybersecurity incident.



A ship can be considered from a cybersecurity point of view as a 'system' operating in an

isolated environment with an external communication interface. The size and complexity of

this system will depend on the size of the vessel, and to effectively manage cyber risk, it is

necessary to fully identify what assets are on the vessel. IT/OT systems that need to be

managed for cyber security may be in or related to the following categories:

NIST cybersecurity framework specifies six requirements (ID.AM-1 ~ ID.AM.6) for asset

management (1.1).

System Explanation

Communication Systems provided for internal, ship-to-ship communication.

Navigation Systems provided for vessel navigation

Plant Monitoring of machinery and plants related to the operation of 
ships system used to control

Cargo Systems used to directly monitor and manage cargo

Crew Access Systems provided for seafarers
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▪ BIMCO (5.1) : Ensure that all critical hardware devices within the vessel are inventoried

▪ BIMCO (5.2.2) : Ensure there is a maintenance procedure for this inventory when company-

managed software is updated or changed



▪ Serial number
▪ Asset type (hardware/software)
▪ Asset name
▪ Asset owner
▪ Version number
▪ Location
▪ Date of last review
▪ Criticality (low, medium, high, safety critical)

Before planning and conducting risk assessments, the assets in the organization must first be

identified. The best way is to inventory assets. The asset inventory must include all assets of

value to the organization and contribute to its function. This includes physical devices,

systems, software platforms and applications, and should include the following.

This should form part of an asset lifecycle management process which documents the

procurement or creation, processing, storage, transmission, deletion and destruction

activities. This lifecycle should be documented in an asset register.



The ship is establishing governance to achieve the business environment goal of ensuring

safety and continuation of operation. For cyber security onboard ships, additional

governance (cyber security roles and responsibilities) should be considered as appropriate

for the size of the company/vessel. There should be defined roles and personnel with

cybersecurity responsibilities on board, and the company should establish appropriate

governance regarding the roles and responsibilities of CSOs and CySOs and ensure that they

are integrated into the existing governance structure.

NIST cybersecurity framework specifies four requirements (ID.GV-1 ~ ID.GV.4) related to

governance (1.3).
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The DPA will under normal circumstances be the 
Cyber Security Lead officer of a carrier and will 
cooperate with the CISO. They are responsible for 
implementing and maintaining the Cyber Security 
Framework fleetwide and will have functional 
responsibility for Cyber Security roles on-board 
vessels.
▪ Develop and manage a cyber security program 
that follows BIMCO as an industry standard
▪ Facilitate communication with the senior 
management
▪ Mediate disputes related to policies and 
standards

The CySO is responsible for all security 
aspects of cyber-enabled systems on the 
ship, including the IT, OT and 
communications systems.

▪ Coordinating with the Company security 
officer (CSO) on aspects relating to physical, 
personnel and process security; and
▪ Ensuring the development, periodic 
review and maintenance of the CSA/CSP; 
and
▪ Implementing and exercising the CSP.
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Risk assessment is one of the most important activities of cyber security to eliminate a

company's business goals, asset importance, and asset threats and vulnerabilities. Potential

cyber threats should already be identified in the Safety Management System Risk Library (SSA)

and mitigated through SSP, and the impact of these threats on the cyber security of ships and

ship systems should be understood.

NIST cybersecurity framework specifies four requirements (ID.RA-1 ~ ID.RA.6) related to risk

assessment (1.4).

1. Context establishment : Determine asset range, metric, threat vulnerability list, 

governance model, etc.

2. Risk analysis

1) Determining whether a threat can exploit a vulnerability within a specified asset.

2) Allocate scores to each identified risk using a risk matrix

3) Determining a risk response strategy (acceptance, reduction, avoidance, transfer)

3. Risk management: Establishing a risk management plan on what controls (management, 

physical, and technical controls) can be performed to mitigate risk ratings. Determining the 

implementation and operation costs

4. Risk monitoring : Establishing a process to monitor risk control effectiveness to identify 

improvements
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▪ Risk acceptance : Accept current risks and bear the cost of potential losses.

▪ Risk avoidance : Giving up without carrying out a risky process or business

▪ Risk treatment : Adopt and implement measures that can reduce risk, and conduct cost-

effectiveness analysis

▪ Risk transfer : transferring or allocating potential costs to a third party through insurance or 

outsourcing

Terminology Explanation

level of risk Size of risk (combination of likelihood and impact)

residual risk Risk remaining after action

risk analysis The process of identifying risks to determine risk

risk assessment Process covering risk identification, risk analysis, and risk level evaluation

risk criteria Criteria for judging the importance of risk.

risk evaluation
In order to determine whether to accept risk, the procedure for comparing 

the risk analysis results with risk criteria.

risk identification Procedures for identifying risk

risk management Activities to control risk



Risk can be calculated as Severity x Probability. A score of 5 for both Severity and Probability

negatively impacts the organization. Therefore, it is important to define what level of risk is

to be accepted. If the risk acceptance criteria is set to ‘16’, all risks above ‘16’ should be

mitigated.

Source : BIMCO Guidelines on cyber security onboard ship(Ver.4)
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CIAS index stands for confidentiality, integrity, availability and safety, and can be used for risk

assessment.

▪ Confidentiality : ability to protect data, so that only those users with appropriate

permission levels are authorised to view data. It could also assess the protections to be

applied to data classified as confidential. This can be ensured by using Access Control Lists

▪ Integrity : reliability of data stored recorded by and stored within an organisation. If there

is a high risk of data being altered during an incident, the score for integrity will be high. Data

encryption or hashing are useful tools to ensure a high level of integrity.

▪ Availability : lack of availability of systems. If an incident were to occur, where the systems

would be down for 15 minutes, the availability score would be 1. Redundancy or RAID can be

used to mitigate incidents from happening5.

▪ Safety : It is also important to incorporate in the risk assessment, as it focuses on people. If

the score is 1, there is a hazard identified, but no one’s safety is at risk. If the score is at 5,

which is the worst case scenario, an incident would have led to loss of life.

If no controls are available to mitigate the risk (malware), the CIA score is 5 and the impact

score is 25 (severity x likelihood). If control (eg antivirus) measures are in place to mitigate

the risk, the CIA score is expected to be lower than 5, so it is reduced to an impact score (15).
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People are the most vulnerable factor in cyber security. It lowers the overall security level of

companies/vessels by clicking malicious links in emails, executing malicious files, transferring

malicious files to the system or environment through USB, and using weak passwords.

Therefore, the company/ship must determine appropriate security awareness education and

training content.

NIST cyber security framework specifies five requirements (PR.AT-1 ~ PR.AT-5) related to

awareness and training (2.2).

There should be a formal process to define the training and awareness requirements for crew

members on-board vessels. It may be worth conducting audience segmentation, where

different groups with different anticipated exposure levels to IT and OT assets have different

training and awareness curriculums. An example of this could be:
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▪ Group 1 – Specialists with dedicated information security roles, such as Incident

Responders or roles that hold administrator level access. Any seafarer who has designated

security duties shall undertake approved security training meeting the requirements of Table

A-VI/6-2 of the STCW (International Convention on Standards of Training, Certification and

Watchkeeping for Seafarers)

▪ Group 2 – Generalists with user access to critical systems. All seafarers must receive

approved security awareness training or instruction that can be conducted on-board ship or

ashore. This is not ship-specific and only has to be completed once.

▪ Group 3 – All other crew. All people employed or engaged on a seagoing ship must receive

security-related familiarization training conducted by the Ship Security Officer or other

equally qualified person.
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Security and continuous monitoring can take the form of a number different capabilities such

as monitoring event logs from critical assets and network devices using a Security

Information and Event Management (SIEM) platform tuned to trigger alerts in the event of

insecure or malicious activity on systems. Another option is to periodically review settings

and configurations of assets to ensure that they are in the correct state and that there

haven’t been malicious or accidental changes.

NIST Cybersecurity Framework specifies eight requirements (DE.CM-1 to DE.CM-8) related to

security and continuous monitoring (3.2).
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A Security Incident Response plan ensures that each cyber incident is reported, investigated,

contained and remediated. In the event of a security incident it is vital, from both a business

and a safety perspective, that a ship is able to operate without disruption or compromise of

on-board essential systems.

The NIST cybersecurity framework specifies one requirement (RS.RP-1) related to the

response plan (4.1).

▪ Procedures for both incident response plans and preparation

▪ A process that initiates on the detection of an incident

▪ Clear communications guidelines for crew, covering reporting lines on-board the vessel

and back to company headquarters ashore.

▪ A process to record incident response steps and activities

▪ A process for handling forensic evidence is in place

A vessel should have in place a Security Incident Management Plan which is based on :
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Resilience is the ability to adapt, respond and recover rapidly from disruptions and maintain

continuity of business operations. In the event of an incident it is vital, from both a business

and safety perspective, that a vessel is able to operate without disruption or compromise of

the services provided to its crew and users.

NIST Cybersecurity Framework specifies one requirement (RC.RP-1) related to the recovery

planning (5.1).

Data recovery capability is the ability to restore a system and / or data from a secure copy or

image. Thereby allowing the restoration of a clean system. Essential information and software

backup facilities should be available to help ensure recovery following a cyber incident. Retention

periods and restore scenarios should be established to prioritise which critical systems need rapid

restore capabilities to reduce the impact.

Additional goals for your cyber security recovery efforts may include, restoring information

systems using alternate methods, performing standard operating procedures in alternate ways,

recovering information systems in backup locations, and implementing contingency controls

based on the business impact of the incident.

Recovery plans should be available in hard copy on-board and ashore. The purpose of the plan is

to support the recovery of systems and data necessary to restore IT and OT to an operational

state. To help ensure the safety of on-board personnel, the operation and navigation of the ship

should be prioritised in the plan. The Recovery Plan should be understood by personnel

responsible for cyber security.

The incident response team should consider carefully the implications of recovery actions (such

as wiping of drives), which may result in the destruction of evidence that could provide valuable

information as to the causes of an incident. Where possible, professional cyber incident response

support should be obtained in order to assist in preservation of evidence whilst restoring

operational capability.20
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