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) ) Analysis of International Cyber Security Guideline : DCSA

® DCSA ship cyber security guideline objective

DCSA published implementation guide for cyber security on vessels in 2020. This guideline
maps the cyber considerations specified in the BIMCO Ship Cyber security Guidelines for
response to IMO MSC.428(98) Resolution with the NIST Cybersecurity Framework (IDENTIFY-
PROTECT-DETECT-RESPOND-RECOVER). It also provides guidelines on how to implement

each requirement by providing explanations and examples.
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CYBER SECURITY FRAMEWORK

IDENTIFY PROTECT DETECT RESPOND RECOVER
Identity Management and Access .
Asset Management Control Response Planning Recovery Planning
4,5.1,5.2,5.3.3 TS s 7,9.2,9.3 12.1,12.2,12.3,12.4,12.5,12.6
Business Environment Awareness and Training Security Continuous Monitoring Communications
1,11,1.2,13 3,5.6 5.5,5.5.1,5.5.2,11.4 9.3
Governance Data Security Detection Processes Analysis
2,2.1,2.2,9,91,6,8,10 6 8 9.4
Risk Assessment Information Protection Processes Mitigation
5 6,11,5.7 10
Maintenance
111
Protective Technology
5.4,11,11.3,53.4
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® NIST Cybersecurity framework five core elements

CYBER SECURITY FRAMEWORK

2. PROTECT 3. DETECT 4. RESPOND 5. RECOVER

2.1 Identity Mana
and Access Contre :I

1. IDENTIFY

5.1 Recovery Planning

5.2 Improvements

5.3 Communications

1.1 Asset Management 3.1 Anomalies and E 4.1 Response Planning

2 Awareness and
Training

3.2 Security Continuous
Monitoring

4.2 Communications

4.3 Analysis

4.4 Mitigation

4.5 Improvements

1.2 Business Environment

3.3 Detection Processes

1.3 Governance 2.3 Data Security

2.4 Information Pratection
Processes and Procedures

2.5 Maintenance

2.6 Protective Technology

1.4 Risk Assessment

1.6 Supply Chain Risk
Management

1. IDENTIFY — Develop an organizational understanding for managing cyber security risks to systems,

assets, data and functions. Understanding the business context, the resources supporting its core
functions, and the associated cyber security risks can help organizations focus and prioritize their

efforts to align risk management strategies and business requirements.

2. PROTECT - Develop and implement appropriate safeguards to ensure delivery of critical
infrastructure services. Protection functions support the ability to limit or contain the impact of

potential cyber security incidents.

3.DETECT - Develop and implement appropriate activities to detect the occurrence of cyber security

incidents. Detection capabilities enable timely discovery of cyber security incidents.

4.RESPOND - Develop and implement appropriate activities to take action on detected cyber security
incidents. Response capabilities support the ability to contain the impact of potential cyber security

incidents.

5.RECOVER - Maintain a resilient plan and develop and implement appropriate activities to recover a
function or service that has failed due to a cybersecurity issue. The recovery function supports timely

recovery to work normally to reduce the impact of a cybersecurity incident.
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® 1.1 Asset Management

NIST cybersecurity framework specifies six requirements (ID.AM-1 ~ ID.AM.6) for asset

management (1.1).

= BIMCO (5.1) : Ensure that all critical hardware devices within the vessel are inventoried

= BIMCO (5.2.2) : Ensure there is a maintenance procedure for this inventory when company-

managed software is updated or changed

BIMCO NIST NIST CONTROLS - SP 800-53 REV. 4
- 4 ID.AM-1: Physical devices and systems within the organisation are CM-8, PM-5
o & inventoried.
o Lz
- 533 ID.AM-2: Software platforms and applications within the organisation CM-8, PM-5

are inventoried.

ID.AM-3: organisational communication and data flows are mapped. AC-4, CA-3, CA-9, PL-8
ID.AM-4: External information systems are catalogued. AC-20, SA-9
ID.AM-5: Resources (e.g., hardware, devices, data, time, personnel, and CP-2, RA-2, SA-14, 5C-6

software) are prioritized based on their classification, criticality, and
business valve.

ID.AM-6: Cybersecurity roles and responsibilities for the entire workforce | CP-2, PS-7, PM-1
and third-party stakeholders (e.g., suppliers, customers, pariners) are

established.

® Necessity of Asset Management

A ship can be considered from a cybersecurity point of view as a 'system' operating in an
isolated environment with an external communication interface. The size and complexity of
this system will depend on the size of the vessel, and to effectively manage cyber risk, it is
necessary to fully identify what assets are on the vessel. IT/OT systems that need to be

managed for cyber security may be in or related to the following categories:

System Explanation

=~
% Communication | Systems provided for internal, ship-to-ship communication.

%3 Navigation Systems provided for vessel navigation

;i Plant Monitoring of machinery and plants related to the operation of
3 ships system used to control

% Cargo Systems used to directly monitor and manage cargo

= Crew Access Systems provided for seafarers

04




® Asset inventory (sample)

Before planning and conducting risk assessments, the assets in the organization must first be
identified. The best way is to inventory assets. The asset inventory must include all assets of
value to the organization and contribute to its function. This includes physical devices,

systems, software platforms and applications, and should include the following.

Asset List

Example asset list which can be populated with a list of critical assets including type (hardware/software), owner (shore), custodian (on vessel) and criticality based on existing impact assessments
within the SMS.

Type/Description Custodian Location Date of Last Check  Criticality

Dell Inspiron 17
Laptop Hardware Windows 10 J Doe A Smith Bridge 01/11/2019

Wl |(wla|un|s]w||-

=
o

= Serial number

» Asset type (hardware/software)

= Asset name

= Asset owner

= Version number

* Location

» Date of last review

= Criticality (low, medium, high, safety critical)

This should form part of an asset lifecycle management process which documents the
procurement or creation, processing, storage, transmission, deletion and destruction

activities. This lifecycle should be documented in an asset register.

® Asset Criticality criteria

Measuring Weight of an asset (criticality)

Low 1 The asset value is low based on low business objectives, and would have little / no critical impact
to the organisation if the asset was lost or damaged

Medium 2 The asset value is medium based on business objectives, and would have some critical impact to the
organisation if the asset was lost or damaged

High 3 The asset value is high based on business objectives, and would have high critical impact to the
organisation if the asset was lost or damaged




® 1.3 Governance

The ship is establishing governance to achieve the business environment goal of ensuring

safety and continuation of operation. For cyber security onboard ships, additional

governance (cyber security roles and responsibilities) should be considered as appropriate

for the size of the company/vessel. There should be defined roles and personnel with

cybersecurity responsibilities on board, and the company should establish appropriate

governance regarding the roles and responsibilities of CSOs and CySOs and ensure that they

are integrated into the existing governance structure.

NIST cybersecurity framework specifies four requirements (ID.GV-1 ~ ID.GV.4) related to

governance (1.3).

BIMCO NIST NIST CONTROLS - SP 800-53 REV. 4
. 2 ID.GV-1: organisational cybersecurity policy is established and -1 controls from all security control families
communicated.
« 21
- 22 ID.GV-2: Cybersecurity roles and responsibilities are coordinated and aligned PS-7,PM-1, PM-2

.5 with internal roles and external partners.

+ 8 ID.GV-3: Legal and regulatory requirements regarding cybersecurity,
-9 including privacy.

-1 controls from all security control families

~ 91

+ 10 risks.

ID.GV-4: Governance and risk management processes address cybersecurity

SA-2, PM-3, PM-7, PM-9, PM-10, PM-11
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Designated Person Ashore (DPA)

ﬁ
i

The DPA will under normal circumstances be the
Cyber Security Lead officer of a carrier and will
cooperate with the CISO. They are responsible for
implementing and maintaining the Cyber Security
Framework fleetwide and will have functional
responsibility for Cyber Security roles on-board
vessels.

* Develop and manage a cyber security program
that follows BIMCO as an industry standard

* Facilitate communication with the senior
management

* Mediate disputes related to policies and

06 standards

Cyber Security Officer (CySO)

The CySO is responsible for all security
aspects of cyber-enabled systems on the
ship, including the IT, OT and
communications systems.

* Coordinating with the Company security
officer (CSO) on aspects relating to physical,
personnel and process security; and

* Ensuring the development, periodic
review and maintenance of the CSA/CSP;
and

* Implementing and exercising the CSP.



® Cyber security organization chart (sample)

CEO
Cyber Security Committee
Chief Cyber Security | _ Communication | Ship Cyber Security Officer
Officer (CCSO) X - (SCS0)
Technical
Support
Ship Cyber Security Manager
1 Security Physical
'gechn]calo(?f,‘rbe: Management Security
ecurity Office Officer Officer

® Chief Cyber Security Officer (CCS0O) R&R (sample)

Retain qualification

1. Cyber security professional training (4 hours/fyear)
Cyber Security Role and Responsibility

1. Final decision maker and director

2. Review and approve cyber secunity regulations (policies, manuals, procedures)

3. Review and approve Cyber security action plan

4, Communicate and report to CEQ, communicate with Technical Cyber Securty Officer,

550

5. Coordination of security 1ssues between organizations and improvement of security

management process

6. Security external contacts

7. (Ship and company) Cyber security policy establishment and management System

8. Establishment of cyber security incident response management system and follow-up

9. (Ship and company) Cyber security education and change management

10. (Ship and company) Perniodic / occasional security management level check request

and consultation

11. Organizing cyber secunty team
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® 1.4 Risk Assessment

Risk assessment is one of the most important activities of cyber security to eliminate a

company's business goals, asset importance, and asset threats and vulnerabilities. Potential

cyber threats should already be identified in the Safety Management System Risk Library (SSA)

and mitigated through SSP, and the impact of these threats on the cyber security of ships and

ship systems should be understood.

NIST cybersecurity framework specifies four requirements (ID.RA-1 ~ ID.RA.6) related to risk

assessment (1.4).

° 5

NIST

ID.RA-1: Asset vulnerabilities are identified and documented.

NIST CONTROLS - 5P 800-53 REV. 4

CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, 5A-11, §I-2, 51-4, SI-5

ID.RA-2: Cyber threat intelligence is received from information sharing
forums and sources.

SI-5, PM-15, PM-16

ID.RA-3: Threats, both internal and external, are identified and documented.

RA-3, 515, PM-12, PM-16

ID.RA-4: Potential business impacts and likelihoods are identified.

RA-2, RA-3, SA-14, PM-9, PM-11

ID.RA-5: Threats, vulnerabilities, likelihoods, and impacts are used to
determine risk.

RA-2, RA-3, PM-16

ID.RA-6: Risk responses are identified and prioritized.

PM-4, PM-9
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® Risk Assessment process

governance model, etc.

2. Risk analysis

implementation and operation costs

improvements

1. Context establishment : Determine asset range, metric, threat vulnerability list,

1) Determining whether a threat can exploit a vulnerability within a specified asset.
2) Allocate scores to each identified risk using a risk matrix
3) Determining a risk response strategy (acceptance, reduction, avoidance, transfer)

3. Risk management: Establishing a risk management plan on what controls (management,

physical, and technical controls) can be performed to mitigate risk ratings. Determining the

4. Risk monitoring : Establishing a process to monitor risk control effectiveness to identify




® Risk Treatment Strategy

= Risk acceptance : Accept current risks and bear the cost of potential losses.
= Risk avoidance : Giving up without carrying out a risky process or business

= Risk treatment : Adopt and implement measures that can reduce risk, and conduct cost-

effectiveness analysis

= Risk transfer : transferring or allocating potential costs to a third party through insurance or

outsourcing

1.4 Risk Assessment

1.4.7 Risk treatment options

Risk Acceptance Risk Avoidance Risk Treatment Risk Transfer
Accept risk is above acceptable Cease using the asset / activity Apply security controls to Transfer the risk elsewhere,
level, risk owner formally which is introducing the risk. mitigate the risk by lowering the examples include elevating to a
accepts this. likelihood, impact or both. more senior risk holder or using
insurance services.

Decision Point:
Are the risks now acceptable?

® Risk Assessment Terminology

Terminology Explanation
level of risk Size of risk (combination of likelihood and impact)
residual risk Risk remaining after action
risk analysis The process of identifying risks to determine risk
risk assessment Process covering risk identification, risk analysis, and risk level evaluation
risk criteria Criteria for judging the importance of risk.

In order to determine whether to accept risk, the procedure for comparing

risk evaluation . . s o
the risk analysis results with risk criteria.

risk identification Procedures for identifying risk

risk management Activities to control risk




® Risk Calculation

Risk can be calculated as Severity x Probability. A score of 5 for both Severity and Probability
negatively impacts the organization. Therefore, it is important to define what level of risk is
to be accepted. If the risk acceptance criteria is set to ‘16’, all risks above ‘16’ should be

mitigated.

| | severity | | = Likelihood |

5 | Catastrophic FSeverevimpactto the 5 | Almost A threat is very likely to occur.
organisation. Loss of certain Could be multiple times per week
resources and worst case
loss of life
Serious impact to the
organisation. Will damage
both reputation and
promise of information
3 Partially damaged image
and loss of costumer
confidence. Some negative
impact
to the organisation and its
peration

Two to three times per month

Moderate Possible Occurs once per month

2 | Minor Small harm to the 2 | Unlikely Occurs once or twice a year
organisation.

Few previous incidents: happens
once every 10t year

Insignificant impact to
organisation and
operations.

Negligible

Catastrophic 10
Major

Moderate

Minor

Negligible

15
10

Unlikely Possible Likely Almost certain

System | Impact | Likelihood | Initial risk Mitigation Residual risk
ECDIS Score 5 due to risk | Score 4 due to active USB ports, computer Risk=5x4 =20 | Password Risk=5x3=15
of catastrophic used for other purposes, connection to protect and
events like admin network for access to shared printer, restrict PC use
. grounding and connection to automatic chart updates via to ECDIS only
o collision satellite via trusted vendor
= Disconnect Risk=5x2=10
3 from admin
® network
9)
=
@ Blind off USB Risk=5x1=5
wn ports
D
O
S
< Source : BIMCO Guidelines on cyber security onboard ship(Ver.4)
10



® Apply CIAS to Risk Assessment

CIAS index stands for confidentiality, integrity, availability and safety, and can be used for risk

assessment.

= Confidentiality : ability to protect data, so that only those users with appropriate
permission levels are authorised to view data. It could also assess the protections to be
applied to data classified as confidential. This can be ensured by using Access Control Lists

= Integrity : reliability of data stored recorded by and stored within an organisation. If there
is a high risk of data being altered during an incident, the score for integrity will be high. Data
encryption or hashing are useful tools to ensure a high level of integrity.

= Availability : lack of availability of systems. If an incident were to occur, where the systems
would be down for 15 minutes, the availability score would be 1. Redundancy or RAID can be
used to mitigate incidents from happening5s.

= Safety : It is also important to incorporate in the risk assessment, as it focuses on people. If
the score is 1, there is a hazard identified, but no one’s safety is at risk. If the score is at 5,
which is the worst case scenario, an incident would have led to loss of life.

] iali Availabilit

Negligible Hazard identified
change

PD/IP Smaller change, 1 hour Hazard occurs, but no
data or system still injury (near miss)
usable.

Noticeable change, Minor injury — requires

diminishes usability treatment but able to
of data or system. continue working.

Large data breach | Significant changes One day Major injury — unable to
to data or settings, continue
requires significant working/evacuation
effort to recover. from ship.

Data breach Data or settings are | One week Loss of life.

detrimental to the | fatally corrupted.

organisation

If no controls are available to mitigate the risk (malware), the CIA score is 5 and the impact

score is 25 (severity x likelihood). If control (eg antivirus) measures are in place to mitigate

the risk, the CIA score is expected to be lower than 5, so it is reduced to an impact score (15).

Risk Inherent Impact / Risk category Likelihood
description

Malware
propagation

Impact

score

Antivirus | Malware 15
propagation
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® KR Cyber Security Risk Assessment Process

# Step 1 Scope Determination
Network Topology, Asset List, etc.

Criticality Index (Crl) = Confidentiality Index (Col)
+ Integrity Index (ll)

+ Availability Index (Al)
Step 3 Cyber security Risk Assessment

’ 3-1 Threat & Vulnerability

3-2 Risk Analysis
3-3 Control Identification

Likelihood

Risk Index (RI) = Threat Index(TIl) x
Vulnerability Index(VI) x Crl

- Step 4 Recommendations

Identify cyber threat

i
| He. I Top 10 2016 [ Tep 102014
L System T etwok,
W | Secial Engiresring and Phiching® Mabware [rdection wa bibecret and Inbaset
10 | inttrotion of Mabware wa Rernovalie Media ané Lxtwnal, | Eafitration of Malaars via Remowable Wieda aed Daternal | R e,
Flardwase Hardwane (TEEimmtar--eesseeeessegmapses-ss-msmssssssssses 4' 1
101 Mshwars brlsction vis Ineermat sad [rersnat facial [ rginaaring ! [— b e | |
a8 .l.nal..n.ar w3 Remoos Accan -H.mmtnw_vuumug-
§04 | Human Essgr 3nd Sabotage Eatrusion via Remaie Ascest
§l Conbrel Componeaty Conected (o the Trierret Coniral Comganents Connecbed bo e Indermet
P | Techeical Malhanctions and Foncs Majsurs Tashnical Mulfurctiors and Fome Magun
B8 Compromicng of fetranat snd Cloud Componasts | Compramiting of fmstphanes is tha Preduction
Erwiormant
i | DDk Attackn Compraming of [xtinet snd Closd Componarts
1008] | Compraminng of Smartghare: in the Prasuctian D0t Arzacks
rwi ronmaet
Red, - BS industnial Controd System Securnty = Top 10 Threats and Cosntermeasures 2016 E ‘ ‘

Risk Score

[Inherent Risk] [Reshdual Risk]
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® 2.2 Awareness and Training

People are the most vulnerable factor in cyber security. It lowers the overall security level of
companies/vessels by clicking malicious links in emails, executing malicious files, transferring
malicious files to the system or environment through USB, and using weak passwords.
Therefore, the company/ship must determine appropriate security awareness education and

training content.

NIST cyber security framework specifies five requirements (PR.AT-1 ~ PR.AT-5) related to

awareness and training (2.2).

BIMCO NIST NIST CONTROLS - SP 800-53 REV. 4
. 3 PR.AT-1: All users are informed and trained AT-2, PM-13
5.6
PR.AT-2: Privileged users understand their roles and responsibilities AT-3, PM-13
PR.AT-3: Third-party stakeholders (e.g., suppliers, customers, partners) PS-7, SA-9, SA-16

understand their roles and responsibilities

PR.AT-4: Senior executives understand their roles and responsibilities AT-3, PM-13

PR.AT-5: Physical and cybersecurity personnel understand their roles and AT-3, IR-2, PM-13
responsibilities

There should be a formal process to define the training and awareness requirements for crew
members on-board vessels. It may be worth conducting audience segmentation, where
different groups with different anticipated exposure levels to IT and OT assets have different

training and awareness curriculums. An example of this could be:

= Group 1 — Specialists with dedicated information security roles, such as Incident
Responders or roles that hold administrator level access. Any seafarer who has designated
security duties shall undertake approved security training meeting the requirements of Table
A-VI/6-2 of the STCW (International Convention on Standards of Training, Certification and

Watchkeeping for Seafarers)

= Group 2 — Generalists with user access to critical systems. All seafarers must receive 2
approved security awareness training or instruction that can be conducted on-board ship or §*
ashore. This is not ship-specific and only has to be completed once. g;

2
= Group 3 — All other crew. All people employed or engaged on a seagoing ship must receive %
security-related familiarization training conducted by the Ship Security Officer or other é*
equally qualified person. 13



® Cyber security awareness poster (sample)

CXBER SEC P Y

Cyber security is everybody's responsibility.
The Information provided here gives advice on how your actlons can help to avold cyber Incldents.

KEEP UNAUTHORISED SOFTWARE AWAY
PTO II E EN A::_%L FROM SHIP SYSTEMS!
« Scan for viruses and malware before you connect authorised
:ﬁ?ﬂn;‘znm sticks to onboard OT and cther networked

+ Personal laptops, tablets, USB memaory sticks or phones must
not be connected to enboard operational systems.

INCIDENTS BE PREPARED!

+ Keep your crew and any passengers safe — train for what to do
if important OT systems do not work.

« Know where to get IT and OT assistance.

+ [Report suspicicus or unusual problems experienced en IT and
OT systems.

PAS swo R D BE IN CONTROL!
PROTECTION T e
some CaPiTal letters. Be careful, you have to be able to
remember them.
+ Keep your user nameas and passwerds to yoursalf

« Change default user passwords and delete user accounts of
colleagues who have left the ship.

BE VIGILANT WHEN YOU COMMUNICATE!

« Only open emails cr open attachmeants from senders that you
know and trust.

« Know what to dowith suspicious emails.

+ Think before you share informaticn cn sccial media or personal
emall about your company, job, ship ar the crew.

OT:  Operaticnal Technology isthe systems which are used to operate
the ship.

Infarmation Technelogy is the systems used for office wark, email
and web-browsing.
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® KR cyber security e-learning

ORANGE
SECURITY Introduction Curriculum FAQ Login Sign Up

E-LEARNING

b

Korean Register's
Maritime Cyber Security
e-Learning Course

MCS e-Learning system open!

® KR cyber security training material

' KR-CS** 2021

The Maritime Cyber Security Awareness Training

KR-GS™ is a training matesial for your shove stoffs and crows
10 raise maritime cybor security aworeness,

CS™ means beyond Cyber Securty Senvices.

Copyright ©® Korean Registor All rights roserved,

KR Remote Cyber Security Survey

301. Case Réview

2 e risk assessment cyele should be conducted at least once a year, which
] = is performed by the shipping company's onshore staff.
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® 3.2 Security and Continuous Monitoring

A11N23S J2gAD SwiIeA Y

Security and continuous monitoring can take the form of a number different capabilities such

as monitoring event logs from critical assets and network devices using a Security

Information and Event Management (SIEM) platform tuned to trigger alerts in the event of

insecure or malicious activity on systems. Another option is to periodically review settings

and configurations of assets to ensure that they are in the correct state and that there

haven’t been malicious or accidental changes.

NIST Cybersecurity Framework specifies eight requirements (DE.CM-1 to DE.CM-8) related to

security and continuous monitoring (3.2).

BIMCO NIST NIST CONTROLS - SP 800-53 REV. 4
. 55 DE.CM-1: The network is monitored to detect potential cybersecurity events AC-2, AU-12, CA-7, CM-3, 5C-5, 5C-7, SI-4
*+ 551
« 5572 DE.CM-2: The physical environment is monitored to detect potential CA-7, PE-3, PE-6, PE-20
4 cybersecurity events

DE.CM-3: Personnel activity is monitored to detect potential cybersecurity
events

AC-2, AU-12, AU-13, CA-7, CM-10, CM-11

DE.CM-4: Malicious code is detected

SI-3, 51-8

DE.CM-5: Unauthorised mobile code is detected

SC-18, SI-4, 5C-44

DE.CM-6: External service provider activity is monitored to detect potential
cybersecurity events

CA-7, PS-7, SA-4, SA-9, 51-4

DE.CM-7: Monitoring for unauthorised personnel, connections, devices, and
software is performed

AU-12, CA-7, CM-3, CM-8, PE-3, PE-6, PE-20, 5I-4

JUSTTO LET YOU KNOW

06/11/2019 09:26.

DE.CM-8: Vulnerability scans are performed RA-5
Dashboard v
THREAT DETECTION RISH & UULNERABILITIES VISIBILITY 0T/ ASSET INVENTORY
ALERTSTETUS HYIENE SEORE DISCOVERED ASSETS T ASSETS ISTRIBUTION
9
u 2
: -
\ J
t eom 65 8 9 E H
\ Y [
o T of [ B
“ 7 4% ~n —— — : B l
sz [l
: - 0 199 =
Oer 1
B N E Brosts
[] w ] n 3
N W N
Numier of Assets.
NETWORK ANALYTICS
TP COMPRONISED ZONES 108 INSGHTS
Protocols
Tone Aerts O . - . -
0 45 Uit WFerbilis- FUl Mat se3mE
Q ontoinzrable dssets L 65
72 MB .
Q' 2 cxsets e using 1 usecured prctocot SUS ] [ ]
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® 4.1 Response Planning

A Security Incident Response plan ensures that each cyber incident is reported, investigated,
contained and remediated. In the event of a security incident it is vital, from both a business
and a safety perspective, that a ship is able to operate without disruption or compromise of

on-board essential systems.

The NIST cybersecurity framework specifies one requirement (RS.RP-1) related to the

response plan (4.1).

NIST CONTROLS - SP 800-53 REV. 4

5 g RS.RP-1: Response plan is executed during or after an incident CP-2, CP-10, IR-4, IR-8

= 92
o el

A vessel should have in place a Security Incident Management Plan which is based on :

* Procedures for both incident response plans and preparation
= A process that initiates on the detection of an incident

* Clear communications guidelines for crew, covering reporting lines on-board the vessel

and back to company headquarters ashore.
= A process to record incident response steps and activities

= A process for handling forensic evidence is in place

4.1 Response Planning

4.1.6 Example incident response process linking incident escalation to an example impact level table*

Incident

Potential Impact Definition
L3 / Incident Response - Eradication
_ The loss of
Containment imegrity, or availability could be
expected to ited
adverse effect any
ship, organisational assets, or i mi
indriduals.

Event Detection

A substantial adverse effect means that a security breach might: (i) cause
significant degradation in ship operation t an extent and duration that the

Reporting /
Ticketing

f

L1 Analysis Escalation

| Recovery
L2 Analysis

!

Escalation
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® Cyber security response team and R&R(sample)

Ship Cyber Security
Manager

Cyber Security Organization
(Parent Company)

i \ : IT Team OT Operation Team

i | Company Cyber Security
P Manager

= IDC(Internal Data Center) Incident Awareness

' = Security solution provider y o Department

maintenance company Legal Affairs Team

! |« External cyber security
outsourcing company b External Relation Team

!

i

|

[ i
| |+ External cyber assets
| i
I

I

i

i

!

.

(External Organization)

Department Tasks
Cyber Security Team | » General management of company or ship gyber secunity incident

response
* Report on the cause of the incident, progress, follow-up status

» Dperaticn of emergency contact network and instructions

* Announce measures to prevent incident in the onganizabion

» Analysis of causes of incident and preparation of countermeasures

+ Internal help-desk Operations

IT Team and » Analysis of cause of incident system or preservation of evidence
OT Operation Team | * Emergency system operation or system emergency recovery
» Data recovery and operation

* Review cyber security solutions and apply follow-up measures

Incident awareness

* Incadent recognitien and internal reporh
department =8 parting

i » Wnite details about secunty incidents when reporting
(Company & Ship)

Legal Affairs Team | » Consultation on related superasory agencies due to incdent

* Report an incident or emergency incident

» Consult with cyber security t2am to minimize legal issues
External Specalist | » Emergency recovery and restart of related systems through IDC,

security solubion operators, and system maintenance company




® Cyber security incident response procedure(sample)

Incident occurred

Pre-Incident Incident

Preparation detection

1 (Incident investigation)
v T
. Systematization
Initial S ER Data Data Report
response . collection analysis
strategies ) .

Recovery Process

Level

Details

Fre-Incident Preparation

Prepare an incident response team and systematic response before an

incident

Incident detection

Information protection and detection of abnormal signs by network

equipment. Identification of cyber incident by administrator

Initial response

Perform initial investigations, record basic details of the incident
situation, notification of incident response team, call to invasion

incident department

Systematization of

response strategies

Determine optimal strategy and obtain administrator approval. Judge
whether or not the investigating agency 1s cooperating with the

incident investigation process

Incident investigation

Data collection and analysis. Determine when, who, how an incident
occurred, how to prevent the spread of damage and recurrence of

incident

Report creation

Accurate reporting of incidents in a format that decision makers can

easily understand

Recovery and

resolution

Establish a security policy to identify and prevent future similar attacks,

change procedures, record incidents, establish long-term security

policies, and establish technology correction plans
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® 5.1 Recovery Planning

Resilience is the ability to adapt, respond and recover rapidly from disruptions and maintain
continuity of business operations. In the event of an incident it is vital, from both a business
and safety perspective, that a vessel is able to operate without disruption or compromise of

the services provided to its crew and users.

NIST Cybersecurity Framework specifies one requirement (RC.RP-1) related to the recovery

planning (5.1).

BIMCO NIST NIST CONTROLS - SP 800-53 REV. 4
. 121 RC.RP-1: Recovery plan is executed during or after a cybersecurity incident CP-10, IR-4, IR-8
= 122
= 123
- 124
= 125

= 126

Data recovery capability is the ability to restore a system and / or data from a secure copy or
image. Thereby allowing the restoration of a clean system. Essential information and software
backup facilities should be available to help ensure recovery following a cyber incident. Retention
periods and restore scenarios should be established to prioritise which critical systems need rapid

restore capabilities to reduce the impact.

Additional goals for your cyber security recovery efforts may include, restoring information
systems using alternate methods, performing standard operating procedures in alternate ways,
recovering information systems in backup locations, and implementing contingency controls

based on the business impact of the incident.

Recovery plans should be available in hard copy on-board and ashore. The purpose of the plan is
to support the recovery of systems and data necessary to restore IT and OT to an operational
state. To help ensure the safety of on-board personnel, the operation and navigation of the ship
should be prioritised in the plan. The Recovery Plan should be understood by personnel

responsible for cyber security.

The incident response team should consider carefully the implications of recovery actions (such
as wiping of drives), which may result in the destruction of evidence that could provide valuable

information as to the causes of an incident. Where possible, professional cyber incident response
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support should be obtained in order to assist in preservation of evidence whilst restoring

20 Operational capability.
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® Cyber security incident level (sample)

Lewvel

Details

specified time

» Severe damage to data cannot be recovered

1 = If the information system or operating system failure time lasts more than the

= Prevention of the operation of information systems or operating systems

= Disconnecting power to information systems or operating system equipment

specified time

Partial corruption of data required for recovery

2 = If the information system or operating system failure time lasts less than the

= Some functions stop when operating an information system or operating system

Power supply failure of information system or operating system equipment

An information system or operating system failure has occurred temporarily.

Operation of the information system or operating system 1s temporanly suspended

Mo minor damage or operation of data

® System recovery priority (Sample)

Recovery
o Influence Urgency RTO
priority
Tst » Serious impact on critical business processes related High 12 hours
to the entire organization
» Serious impact on business processes that are
crucial to ship operations and freight transport
2nd * Partial impact of critical business processes Medium 3days
* Partially impacts on shipping and freight services
3rd * Minimal impact on overall organization operations Low 30 days
* No influence of ship operation

X The time required for RTO (Recovery Time Objective) is determined by the company
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