36 Myeongji ocean city 9-ro,
Gangseo-gu, Busan, 618-814
Republic of Korea
ISM/ISPS/MLC F%*
Phone : +82-70-8799-8342
Fax :+82-70-8799-8319
E-mail: parkjh@krs.co.kr
Person in charge: PARK Jihyun

KOREAN REGISTER

=M (Recipients):

: 2021 04

ISM SEAL

'é‘if_(Date)- _______

M= (subject): AlO|H 2(A3 2| EA ZHHE 7|7 FII o

THRes.MSC428(98)0l [2t IMOYIME 20211 12
1K AL APIER], SARS| ORI BHE|A| ABI(SMS)AF AHO| b

Xl 20174 MSC 98%}F 3|o| A
19 0|F Z2idts HEW AEE ¢

o

Al
(o

2|23 #2|(CRM) BAL +=8E £+ AEF Z 7|70 2FsIJAELICH
Op2 OfZHME, H7IE, OiF & YR 7|=2 ResMSCA28(98)E ZH &30
CRM ZEXto| fZ/AHE 275t= A= X|H(CirculanE® LS, 22| MZ30ME
At 20199 SX[(2019-02)8 S &M X|dS AL HE ASLCE
o719 7|=m& ZEESI0f, A2 CRM EA| #E/AHME 2 HEB5IL U= 7=
(T 2271=)2 ot2fet ZO| Atustel, siE =Hol MEts 2ests ALENM=
"ol 'CRM HZE I HAFS M XIW'S HDSHAO] FAe| HHTRIAAE
(SMS)O| CRM EXHE EOHAILL, AL A M2 M ARSI F=A[7| HHEfLICH
Angé?gadaand Australia Bahamas Barbados Cyprus
Faroe Islands Georgia Germany Greece India
Isle of Man Liberia Malaysia Marshall Islands Myanmar
Pal i St. Kitts and St. Vincent and T
alau ingapore Nevis The Grenadines 090
Vanuatu U.S.A and all ships calling at U.S.A ports

]|

gl S|

D?—I

245t

00t

e _CRM MAE 5 ¢fd Xd - pOoC/SMC & 18 (B)

c. D
OFMAREI R

Form No.:FI-26-03 (20. 02. 2014)



DOC CHECK LIST for Cyber Risk Management(CRM)

O] §HHEE Res.MSC428(98)0| HE oy AOIHf 2[A30f et QHHEZ|MAS] =X el oo
452 ?loh HLE8L=Z MIEHe A2=2, AU HA HHER HE0 AME5I0] FA|7| HHEILIC

X HUES| oY B2 HAZMO| h3 EAILHY

o
or [V : BEZHZT YUS (Verified as sampling basis)

B : S EX| &S (Not Applicable)
* HeddS A, FETAR0| AdEs FHEEE2 O W8S FHIYEIMO| ZXHBHC;
No. |Code 4 g5 <l

AIAE2 ALO|H Xtib(cyber assets)Oll CHotO] Afo|H E|A3 HWILE A&SIRD,
Aol 2|23 E2[(CRM) EAHE SMS o HHEstA =712

1 1 - ISM Code 1.2(28) U 140|5H27)E UtdSt CRM Hit 28 =0l

- Afole A&l Al sol (2T E9lo], SES], AR Eeh

- detof X1I-S-3PE HOlH ©& Ao mE 2|23 gejg= =l

Aol 2t AtdFel X2 A oJAEHE A7 +EEN A=k

2 3 - Molql ABLO| All I:I-I:I-x|- XY =0l (Dp g
SYEA 9 M cjot AojH 2|23 B wI0| HISE|n A=t
- AFYEOl CRMOff Lot 2ROl '—HR | MFE[=X] =2l
301 ® | - Apojw Apgo] MEIO|H DREEE HA U AR} O1E|0f YK 2l
- Atole 23 A4 FE7F {90 JHI-‘-EI U=A| =0
4 | o [B9UM 8FH XIS HHs| MIE|D Y=o

- StER / AZE ?JICH / YHO|E TiX| / AMO[H 2EH FE S

AIO|H 2|23 H7I ZIl2 Q3 E= Meto] TLHQI
Operation) £&3}0{ “'E xjtI(’“ﬂthﬂil Ol HES| 2 Ed=71?
I_g_ |

> [T =T (Existing Controls)0f| st ZX|("HXhH7F ZQsictn AHE L8 =0l
- EEAel =2 2o 8l USB S s 0|54 I:'|':|01 oo, SEES MM S
8 MHfol AtojH Hsfof CHH[EH AHFE el HIYCHS EX7t OHEEI0| =712
6 - Ao ZIEH XEE E + UAs MOIY Zlg 2Eo AN =

AriEo| Ato|H| Asjof CHu|SH H|AICHS HA}7} Z2{E(hard copy)2A OHE|0f

6 |AE7P?
7 8 - HAS & %;ngr +8 9 EEXol X = 20l
- AO|H Aol|7p Muto] FekE 7KK 27| et =X =0l

Aol E|A3 Wt ZTE 27t QPES A0 THE QX|EE B}
22E|D ojglE|D QU=Tp

8 | 10| “m=yimol MY/ B4 / YHO|E / OjHIE BE

C SRt RIH / B2|7|2 X

AFO[H{ 2 ngMAEﬂ) % 2| gHE (Existing Controls)2| E1Hd 9 HHSH 0| 40|
LIS AAL MIAE 9 ZAAHE A| ZEE|of 7"5/7"5/“*7|'E|M._7|'7
9 | 12 | - WEEARLS XP‘ i*%l
- LHEMAL EEE £ 2O BEOM =01 (HT Hel R 2T ge)
- MAAE 9 AYAE A0 CRM 28 Zestn JAEX| ol
25 RUEtE|= AlO|H AR U QUE EE|El= AlO|H X2 FI|XoE AF/HE/

10 | 12 ["7} El=7R
- IEHE|= A|AED S XpAO| CHOE AE/AE/E7F BX A O|HMT|E =0l

[ —_

Company Name : Date :

Company Representative (with Signature) : Auditor (with Signature) :

(Form No. SA-04-CK-11_DOC) (2020-01-01)



DOC CHECK LIST for Cyber Risk Management(CRM)

HY. HHEgs oid
1. AMA gg ALO|H  Xjik(cyber assets)Ofl CHSHO] ARO|H 2|23 HWILE AIASIRLD, AojH 2|23
2| (CRM) EAHE sSMS of HHHSIH =712

< Reference 1. At4F & O A|>

FEA SHR A
AE2|X| MB{(UNIX, Linux &) AT EQO{(OS, I7|X| AZEQ 0], BAl 5
HEAIE?H, £2%9%], 312 5) SEZZIH
SO AR (Bt DS, IPS, VPN &) HOIE|(YUEY B, 3A 9 HE 5)
THEYI(PC =ES, ¥E) SNEH 5)
Of*use H22|, C|A3, HO[Z §)
< Reference 2. Recommended Cyber Asset Identification List - Company>
Critical Index Assessment for Hankook Shipping (Busan Office)
P — c Out-
Mao. | Category Assets Maodel Description Application Location e cC|1|A|Cr
1 Server File Server-1 SWFL-TB000 File Server Windows Server 2012 R2 KR Tech. 4] 213|z2 3
2 Server Operation Server-1 | SVOP-K2000 Operation Server Windows Server 2012 R2 KR Tech. o] 213 |2 3
3 Network UTM-1 Masterwall Unified Security Management System Server Room o} 2 (3|3 3
4 Network Main Switch Cs1208 8 Port - Main Switch for network - Server Room o] 2133 3
5 | Application E-mail Office 365 E-mail service for office Office 365 Microsoft o] 2(2|3 3
& | Application E-rail Skyfile E-mail service for ship Skyfile Skyfile 0 213 |3 3
7 | Application Cloud Onedrive Drata Backup Onedrive Microsoft o] 23|z 3
8 | Application PMS system Planned maintenance system for ship OPMS application N/A X 213 |2 3
9 PC Personal BC LG-GR17 Laptop Windows 10-Professional N X 2(3|3]| 3
emplovee
- 2|20 &St 2ot Ardh 8 MH|AE EE
- de 2t BESHe Y AAESl HEG-CIOIHE EOtLh J=oioF St=Xl (Integrity) R
718d-&A| 7t 7tsoi0F St=X| e HA| & e E=X| (Availability) level 28
- Ato[H| Ztitol RISHE 7|E = Us (Threat)nt, 1 IOl CHEE XHatel F 2 (Vulnerability) 2
Al EH
==

< Reference 3. General Threats>
* SOIE[X] @2 2 (=2lH/22H)

* ko|M Ol (Malicious) code0f|2| Z&

< Reference 4. General Vulnerabilities>

* AETE GALE, TESHALY, =EE[0f AS
* HEIO HotHo| ZX &0 AKX @S
* 2 A[LEO| YHOIE EX| ¥

* Malware &tX| giil T2 20| AKX E[X| %S
* =2|d 2 Noj7 HESHK] YU

* Ols4 ME oM 22|17t HESHK| ES

« s vkl g, ISPS Code® &l At o= &7 o] FAlH L Abd el

Apolu] Apboze] Mwe] H B4l AAE vid @ Ba} 9

ot

(Form No. SA-04-CK-11_DOC) (2020-01-01)



DOC CHECK LIST for Cyber Risk Management(CRM)

< Reference 5. Recommended Cyber Risk Assessment List - Company>
Cyber Risk Assessment Worksheet - PC

Asset Threats ;3:;2 Potential Cause C FEET - Existing Controls VI | Tl |Crl| RI Proposed Controls RI?
1) Set password more than 8 characters
Lack or weak access password with number 5|3 l20
policy for network 2) Change password periodically (half .
year)
Lack or weak account 1) Establish procedure to assign and
il I ) 2|3 (20
management invalidate access autherity for employee
1) Initiate security function for the
Weak configulation of security new/changed network system 513 l20
setting 2) Change default security setting for the .
new/changed network system
- ) 1)Using VPN in the IT network
eak protective netuork 1) Disable the PC 2) Install the security devices(UTM) inthe | 1 | 2 | 3 |20
2) Manipulation of data, |network
record and history 1) Install the firewall in the proper position
3) Leakage of of network 1) Change to high
Unauthorized Lack or weak firewall function information 2) Change setting of security function for | 2 | 2 | 3 [40|, ti gd - g” 2
Person network External 4) Ransoming system  |firewall unctigned firewa
al PC access personnel for monetary 3) Initiate security function for the firewall
compensation 1) Establish measures to record access log
Lack of access log measures for 5) Spread malicious 2) Establish measures to prevent change
metwork g code to other and remove log 213|220
equipment through 3) Procedures to maintain and pericdical
network check the record
1) Install the real-time menitering and
alert system with exclusive cable line
Lack of menitoring measures for 2) Establish procedures to prevent 5|3 l20
network unauthorized access to monitoring device .
3) Establish procedures to maintain and
pericdical check the record
1) Company include articles for cyber
Lack of supervising measures for responsibility on the network service
network service provider providing contract 2] 3|20
(outsourcing company) 2) Get the security pledge for the external
personnel of network company
=03 x| o S @ [ o S
- S8 MOIH Xpitez AEL0f FGdES B 2o UAs S Hydez o
Ol & L [ o == =
- Al Qi F oMol CHBH] S FdtD U= ZK|S(Existing Controls)S Ltsta, 10 w2
AR o It i = L AXRO
2|23 FER)S E7h B2 Al FH =X MAGHH, od@IthEs THo 223 ES
B RP)
< Reference 6. Guide on Office Cyber Risk Management Level>
712Xl HelT e Z3tE e
o35 SES S = _ o T >
- derol b det 2Eom)o SEs VXX | AHW FEY =EE0 fAs dets 22l
=
4 [ — o T
e dEETE 2
o o
- defar HolHs  e-mailg SOHAMET
Sl o) [e) K=} o [
wetsiH, AIHR 21 HZES Sl Al
= nl = E = nl
IS © 2ol =otstol AR ZE 2
22|
= = En i = S 2 ==} S
- HO|HE MEe=Z T&S= PC2l OSE |- HOlH Z& X|kZ(topology) &2 &%
L 5Hoh Applications2| |21zt 2h2 HEQ3 2ol Fd =7+ HE ZQ
S EL = B R DA R S B ol S - 2CF Aot Alo|H SHEA 8 ER
- E-mail AMH|A EA| 22| (e.g. 7HQ! THET| 2|, Account 2] X ATt
A —
48 5)
AOre -+ ru [ o
- Ao Mol EAIHE E-mail H&ETE SO MO HIOIEIE MEEHE B2, 7I2H2 Malware
S| rul
monitoring & filtering =22 #2|E £ UMK T, Mo AHU 2F0| HIE= ER0=,
= ol S S =) S
unauthorized accessEH7HX| L5t 2[AF HEXZ7L =8 Ffd 240 Ald 2 Eeit
olo
N
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DOC CHECK LIST for Cyber Risk Management(CRM)

2. AfO|H| 3 AtiEe| X2 U oAHAE HAZE +EEN AT
- AN Hoto| MY EHEX X =0l (DPit°F)
- g gl Al glEby R olEh 2ROl FHo|[0] QUO0JOF i, RR0| QIX|S A0 Bt
- 719 =AE G oMEY MA T& 7HsSSHAITH AtolH A 24 A UStol Es He US
- Qe Al AtO|H| 3 J|&X X|@l(Technical Advison)0| 7ts% AEtX 7t E7| & Ze UAS

3. YA A MA it AtojH 2|23 BE WO HISED A=

- ALO|H| B[AZ H"ItO| ME ZX|(Existing Controls)Ofl A "MK 2 AlHGE AtE0| HME AH
A=A 7IF =

- F7IHQ WA= AOIH 2lA3 ng HY S A V|5 =ol 5| HiYdEo| et oid 8
S LHEOl s (7| 8 ERdE2 2Ate] HEHO [E)

< Reference 8. Recommended basic awareness items>
Qs el Afol 2jAdo FF o 7)Y

F DASIE MG, F7IHY SYAAHOS)2 YHOIE, WA MK S9 BI EX
OB U QIEUW AS FOIARY
« WU Ol AOIB] REAF AFETH ARG AOIB AHA ALB Ol MR{B 22| (O[S4 XHOH E3h

* F7|HQ HOolH ol F2d

- AR usS flet A 8 USAEIF OFEE 0 A=R]| =

—

MetoM 2-E X2 HES| HISE2n A=k
o
=

- AOIH  Apitel 23, RAIEs S0 Rt SEQo/AZEQ0/YHOIE X S0 HED|
R¥EY SeEs =0

. AtojH 2|23 "It 7"-'} 7Ll Mute] HxHQl 2 F(Key Shipboard Operation) #3510
Y ZX|(BAho| chei HAEs| g EA=71

- Existing ControlsOf S#3t Z=X|(EAh7t Zosicta AHEHE L{E0| UCHH (eg. 7HRl PCO

SHED Y| M, TE/E|ZXE Account 22|, 2FQ FZSH EX 5) dzst &0 HEY|

Mupo| Aolt Mool CAHIZ AFTl HIATHS HAPZE DREEIO] QlETh
S MRt U HYR XN, YR HYHS SXE 2ol

O o
- S o =250 oiet 7|ed XEs e = Us HEHME =& SIRA=A| =2

—

ot

AMgEel Atojr Hefofl CHu|Et HIYHE BA7L 28 Z(hard copy)2M OHEE[0] A=71
o

- AtOlH Holl Al EAEME 7HE 7HSOHA EE = A7) ME0 HYUE tiRd2 822 HY
AtHO| QX & 4= A= RO HIX|=[0] A0{OF g

- o MR Sl GHYA XY, HEA HYHS SK = =

- ST oo 7 XS EE + UAs VEAN =22 SIRA=A =2

- dEEEE, deEe(ga €2 FAMs el X2 HOolH g E= Mg &340 oF
K22 ALO[H Rpitof H3{7h 2dSts 9 M0 FotelX| R=E ot =X O3 2R3

(Form No. SA-04-CK-11_DOC) (2020-01-01)



DOC CHECK LIST for Cyber Risk Management(CRM)

- AMEEe ITE dEel ot =i

uge Do

= iT o
52t s =a g,

T

ro

CHSOl BtEAl ER3HX|=

8. AlO|H 2|23 HWI AR #27t 27&l= AMO|H FHlE fX|Es X7 FEEC HHY
o™kl A=71?
- AfojH 2|Aa3 HIt ZutE £ 2|7t East AolH Atib2 FIIHQI FH| e FH S92
el X =3 =0l
- YHE2 @YX H3E 2 B FI / oH|E i 2 e|det 5 A
-84/ H2E /) B 7[F =
9. AlO|H| BHHEl HXRA|AR) U EZ|EZ(Existing Controls)?| ZaHd U X HsE 0|d0] LHFEMAL

10.

MEHE o

=
ZEHE Al E7=lE7t

- WEAMA HZE £ 20 CRM 82 Zeetn ek ol

- RMARHE HES 45 ® 4+ YE XHHO| YR Ol Aoy B 1S 0% 5)

- HHE/EIM/ZIN SO YEEel 2REet HojYD CRM L8Ol giTH BXztE Atoly
82 BHIO] LD Ut HOB 2T & + UK(HE SIY2Lt SOIMO| §18). F F2
OIER 52 Sof MN2 PSotn YLK ol I

- MFAE U FYAE M AolH 2123 B2 YRS BHSD YLK oL

o PIEfx|= Ato|H R W LS BE|L|= AOIH X2 FI|XMoE HE/HE/EIIEE7R

- QIR YHME Sl eIl U Ao Xpbb B QE AtO|Hf AMH|AO CHE FI|HQI AT/HE
ZostH olof Cist 7|& =ol. o] HA| MErof QU =HAHo MI s 9 20t 236t HE
g e AS
eg.l) M N HEXI 2| Ao it F7|1HQ 2XHRHA) AS
e.g.2) AIEOIA Azl Bt SiCtD QIF¥E|E e-mail AlHIA A AME (e.g. Microsoft)
e.g.3) AO|H & 3Xt AF S FA 87T (e.g. 1SO27001, St Mg ALO|H EHOt 21F)  [&]

(Form No. SA-04-CK-11_DOC) (2020-01-01)



SMC CHECK LIST for Cyber Risk Management(CRM)

O] §HHEE Res.MSC428(98)0| HE oy AOIHf 2[A30f et QHHEZ|MAS] =X el oo

s
dE2 ?loh HLE8L=2 MIEe A2Z, deyA YHEL HE0f AE5H0] FA|7| HHEfLIC

X Jauo oY g5 JHZ200 O BAIYH

O : SIS E[X| %S (Not Applicable)
* HEAS A, EASAIRO| AldrEs MATE2 O WE&2 BEXNTEIMO| Z[RiHCt.
No. |Code HE g5 A1t
ANHES AfO[H] Atib(cyber assets)Ol CHBIO] AfO[H| 2|23 H7tE AlH3IRa,
AtO|H{ B|A3 RE|(CRM) HAE SMS Of WHEsi =7}
1 1 -ISM Code 12(2E) U 14(7|sHaM)E EHHst CRM Hit E8 =90l
- AMOJH 2[A3 HI7IMQ| AFO|H Xiit H&E 2ol
- ECDIS 7t AX|E ME2 ECDIS "7t LfE, OEX| Y2 M2 0|9 FH| =0l
Aolt| BHE AlIEOl X|3| W OIAET HMAZ $-EIM YTk
2 | 3 | - MY Aol Aw =Pt XWY ol
- MF QS e AfOlH B2| MeREo| MAn 9Tt 2ol
MEof cist AlOJH E2|A3 BHH WKO0| A™ E[AE=71?
3 6 - Yolf/7| BARRS] BHETITIOl AOIH #E S s MFgESM g 7|5 =0
- F7IHQ WSAHZ0 AOIH 2lA3 s A= g S AY 7|F =0l
4 5 duto 29| X2 MAS| NHSED A=71?
- SIEQY / AZEQ|0 / HOHIO|E T{X| / AIO|H #H HE S
Aol 2[A3 "7t AnE 23ElEs MUo| ESXOl 2FAUF(Key Shipboard
. . Operation) #t#sl0] Hx ZX|(FXhof CHsH MES| 2tE £} =717
- Zr2|@ = (Existing Controls)Off E&3t ZX[(FEAH7t 2RO AEHE L8 =0l
- AEAte E2|H 2ot 3 uSB & O|&4! O|C[0 e, SEED MAYM S
Ato|t{ Esljofl CHH|TH H|ATHS HXl= MAES| EHE MAANAH ng E[A=7P
6 8 - ECDIS & 7|El StLt O] el &H|of CHst Hl CHE A= =0l
- MOIH 2|5 E&= 55 EF =0l
Meto| Ao|t Hsfol CHH[E HIMTHS EAZ} EHZ(hard copy)=A OHAEI0]
6 |A=7k
7| 8 | -ECDIS X 7|EF S{Lf O4o| Fa Ajo|u| FH|o| Ci3t B4 HS Di=Y 2Ol
- AO|H] & H[MAHEIN ZHOI(AHAl R =X OfF)
Muro| Apo|H Aol THE BXB AR, ALD W 9IE ATl i 2D U 2N
8 | 9 [@XI7} +2EID o|WE|D Qep
- AFRES T|E AL BESAE E X 3 S FE s
Aol 2(A3 HII ZaE 2|7t 2FEE AO|H FHlE |XEs "Xt
1 TEED oJ™ME|D A7
9 | 01 U x=omol ®A s B4 YHolE / oH|E B
- HEX XE /#2715 /X
AtO[H] B HXHA|AR) U EH2|EHE (Existing Controls)2| ZHd 9 AT 0|&40|
LHEMAL MEZHE 9 FAGEHE A ZgL5|of HES/HE/HIEIR =71
10 | 12 | - LHEHAKRIS| XH& =0l
LEAMAL BEE = ZoF E0M =20 (BT e R 2T &5)
- MYEE B ZYZE IY0 CRM 52 EZEstn =X =20
Vessel Name : Date :
Captain (with Signature) : Auditor (with Signature) :
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SMC CHECK LIST for Cyber Risk Management(CRM)

HY. HEES -
1. AMA gg ALO|H Xtik(cyber assets)Off CHSHO{ Ato|H 2|A3 HWILE
Z2|(CRM) HXIE sMms o #dsid=o1?

<Reference 1. Recommended Cyber Asset Identification List - Ship>

Critical Index Assessment for M/V GEO BUK

Md5in

I

AtojH 2|23

Character Ease of Access Assessment
Cat Asset Interlocking Equi t Q' Output r\gacer:. T or 1Bt ety | A|en
ategory ssets nterlocking Equipmen ty p P conn | conn_ | conn
- - - - ~| only+ - - - - - - -

MAN Anemometer & Anemoscope VDR, RADAR 1 Data X X 0 0 1 2 1 1
AN Clinometer Data o x X 0 2 1

. . X Steering Gear, VDR, BNWAS, Magnetic Compass, SPEED L

\uto pilot syste Contro 0
NAV Aufo pilot system LOG, ECDIS, RADAR, AIS, GBS 1 ntrol X X 1 1 3 3 3

P Steering Gear, VDR, BNWAS, Magnetic Compass, SPEED Critical _
AV |Gyro compass LOG, ECDIS, RADAR, AIS, GPS Data % x ° 12
MNAN Magnetic Compass = 1 Data o x o 0 1 2 1 1
NAV ﬁL?G_GEI' Angle Indicating ECDIS, VDR 3 Critical « « g 0 3 3 3

System Data
NAV  |Echo Sounder ECDIS, VDR g R x X 0 1133

Diata @
@

- Critic .
MAY Speed Log VDR, ECDIS Data ® x o @ 3 3 3
NAV  |RADAR System GPS, VDR, ECDIS, GYRO COMPASS, SPEED LOG, AIS 2 ':S:tc:' X x o 1 1 [3]|3]|3
NAY S GPS, ECHO SOUNDER, VDR, ECDIS, GYRO COMPASS, 5 Critical « _ _ 3 3 3

S SPEED LOG, AlS, ANEMOMETER Data - - -
NAV  |DGPS ECDIS, RADAR, AIS 2 CSZ'S' x X 0 1 |1 |3]|2]|2z

@® 7tstt ZE Mut FH[E 1A WoF i8S 2 LIEst0, F2te|= XH40] QIS &
@ M 20| A0IM e FH|2| A Output)O] FARIXIE AlHSI0, SREE AET = UZ.
(@ Data ConnectionO] 79| g1, Z|AXMo=Z0t ZZsl= AtO|H Qo HMo| 2 7|7|82

AtOIH FH|OIA Helot] 23 E== MEH &5
@ HERZ FAds HEY| 25t0] AZE LY

HETN AZEOf UK 2 ze ezg

ACH SHEHEHE, USB Port?t Z

A" Q2 (Interlocking, IT Connection Of )
s AtolH Hlf 7tsdE

AT QB R AZA(HE) =0l
® ME 2ar #HAHSH oY AAHCl 2AMY-HO|HE LotLt HEEioF Sh=X| (Integrity) H
71248-2Al 7+ 7ts6li0F Sh=X| Es HA| A& QST E|=X| (Availability) level A1
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SMC CHECK LIST for Cyber Risk Management(CRM)

< Reference 2. Recommended Cyber Risk Assessment List>
Cyber Risk Assessment Worksheet - Navigation equipment

Asset Threats T! h:iz Potential Cause Potential Consequence Existing Controls VI T1|Crl| RI Pégﬁ::: RI?
1) Set network password more than
Lack or weak access 8 characters including number 5| 3 [20
password pelicy for network 2) Change passwerd pericdically .
(half yean
Lack or weak account 1) Procedure to assign and invalidate
access authority of network for 213 (20
management i
employse
1) Initiate security function for the
Weak cenfigulation of new/changed network system 5|3 l20
security setting 2) Change default security setting .
for the new/changed system
pretecebwitheutadditional secess
1) Using VPN in the IT network
Weak network architecture to 2) Installing UTM in the interface of
) : 23|20
intrusicn IT-OT
Unauthorized network OF-nebworkis-seperated with-4T
access Rebvork
(Mote: It is assumed that 1) System is inoperatible trstal-thesecurity-devicesinthe
two ECDIS was installed 2) Improper data/information |interdfaceef-0TandT
ECDIS without paper chart, and | External is transferred to other OT 1) Installing UTM which has cwn
the elec.chart are updated | personnel 3) Manipulation of data and (firewall function in the interface of
through network system - record IT-OT
everyweek. But the system I:ack or weak firewsl 4) Leakage of information 2) Change setting of security 2|2 (20
do not provide account unction functicn for firewall
function for each user.) 3) Initiate security function for the
firewall
1) Measures to record access log for
network
Lack of access log measures 2) Measures to prevent change and
- ) 23|20
or network remove log
3) Procedures to maintain and
pericdical check the recerd
1) Install the
Lack of menitering measures 1) There is not menitoring measures menitering
- . 2|2 . ) 2
or network or netwerk device with
exclusive line
- ARO[H{ ApAE A" EHA0M FR Aoz AMEEO Fgdes BUtE Rt Us AptE
Cjao 2 3
o . _._ .
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